
 

1 | P a g e  

 

Android Based Crime Mapping Using Python 

Arnab Dutta 

Geoinformatics, 

Indian Institute of Remote Sensing,  

Dehradun, India, email: arnabdutta73@gmail.com 

Nikita Agarwal 

Geoinformatics, 

Indian Institute of Remote Sensing, 

Dehradun, India, email: nikita.agarwal1112@gmail.com

 

 

Abstract—There is a rise in crime incidents all across India. A 

lot of people get victimized on a daily basis where they need help 

and need to be rescued as soon as possible. But it might happen 

that they may not be in a condition to dial any number or call. In 

this paper, we aim to showcase how a simple tool can be designed 

to solve the aforementioned problem using python. The Android 

application will be used to send the device location to the server 

where the location will be displayed over the Google Maps. 
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I.  INTRODUCTION  

The rate of crime events is increasing in all developing 
countries due to transform of capability and majestic lifestyle 
and also due to poor socio, political, and environmental 
conditions [1]. According to the statistical report by the 
National Crime Records Bureau, Ministry of Home Affairs, 
Government of India, the total number of complaints received 
by police and cases registered under IPC (Indian Penal Code) 
and SLL (Special and Local Laws) during 2013 are 66,40,378 
[2]. 

There are many cases where the crime goes unreported. 
There might be many reasons for such cases. But all the crimes 
should be at least reported to the police. For this purpose there 
are few Android applications which sends an SMS (Short 
Message Service) to the emergency contacts previously 
specified by the person which would be friends or relatives.  

Android based applications are becoming very popular day 
by day. Python has android module which can get the device 
information like time, date, battery level, device ID, subscriber 
ID, contacts, location etc. The application we made is written 
in python which uses the device GPS (Global Positioning 
System) or the cellular network depending on the availability. 
Using this android module, the python program gets the 
required information and sends them to the server.  

II. METHODOLOGY 

We are using all open source tools and technology for the 
implementation. Our client side is an Android application and 
server side is a Tool designed in PyQt4 (Python tool). 
Implementation and processing has been done using Python 
language whereas the front end design on the client end is 
written in HTML (Hyper Text Markup Language).  

Tool used on the server end is designed using PyQt4 which 
is a comprehensive set of Python bindings for Digia’s Qt cross 
platform GUI (Graphical User Interface) toolkit [3]. Tool used 

on the client end is SL4A (Scripting Layer for Android). It is 
used to interpret the Python code in the Android device. 

Python Modules: 

 Server: geopy, pyqt4, socket, time, sys and threading. 

 Client: android, socket, time, sys and string. 

A. Client Side 

At the client side, SL4A and Python for Android 
technology has been used. SL4A is Scripting Layer for 
Android which allows to edit and execute scripts and 
interactive interpreters directly on Android device [4]. We have 
used this to execute python script on Android device. Python 
for Android is an interpreter, which will interpret python 
scripts for Android. This interpreter works on SL4A platform. 
All necessary python packages and modules are installed in 
this interpreter. HTML technology is used for the design of 
GUI of the application.  

The Android application has a button which when pressed 
will read the device location (Longitude and Latitude), Device 
ID (IMEI-International Mobile Equipment Identity) and 
Subscriber ID (IMSI-International Mobile Subscriber Identity). 
To read this information, application uses Android module in 
Python for Android. Firstly, the program tries to fetch the 
device location using its inbuilt GPS. If it is unable to access 
the GPS data, then it tries to fetch the device location using the 
cellular network. If still it is unable to get the location, then it 
tries to get the last known location of the device using GPS 
(preferred), then using cellular network. After reading all the 
available information a packet is constructed and sent to server 
using socket program. 

B. Server Side 

At the server side, it is a tool implemented using python. 
After server receives the packet, it decodes all the data i.e. 
location coordinates, IMEI and IMSI. Using geopy module, 
coordinates to address transformation is done. All these 
information together with the address is displayed on the 
interface designed in PyQt4. The location is also marked on 
google maps. Once this information is known, one can take the 
required action to reach the victim. 

C. Packet Format 

The data is sent in packets. It may happen that some of the 
information may be missing because the application may not 
be able to read certain data at some point of time. According to 
the available information, the packet format may change. 
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In a packet, every chunk of data ends with a delimiter hash 
(#). First chunk specifies that the message is SOS (Save Our 
Souls emergency signal). Second chunk specifies the type of 
message, i.e. what information is expected in the packet. If 
message type is: 

 1-Device ID, Subscriber ID and Location coordinates 
are available. 

 2-Device ID and Location coordinates are available. 

 3-Subscriber ID and Location coordinates are 
available. 

 4-Location coordinates available. 

Third chunk onwards specifies Device ID, Subscriber ID, or 
Latitude and Longitude information, whichever is/are 
available. 

 Below are the packet formats used for information transfer 
between client and server.  

 When all the information is read by the device, the 
information sequence followed for communication is 
shown in Figure 1. 

 When Device ID, latitude and longitude information 
is available, the information sequence followed for 
communication is shown in Figure 2. 

 When Subscriber ID, latitude and longitude 
information is available, the information sequence 
followed for communication is shown in Figure 3. 

 When latitude and longitude information is available, 
the information sequence followed for communication 
is shown in Figure 4. 

 

 
Figure 1.  All information available 

 
Figure 2.  Device ID and location coordinates available 

 
Figure 3.  Subscriber ID and location coordinates available 

 
Figure 4.  Location coordinates available 

III. FLOW CHARTS 

In Figure 5 and Figure 6, flow charts for the process is 
shown. Figure 5 shows the flow chart at client end. The process 
starts when the user presses the SOS button. At the press of the 
button, the process then starts to read GPS. If GPS is available, 
the process reads the device location and also the Device ID 
and Subscriber ID and sends them to the server. If the location 
is not available using GPS, the process then tries to find the 
device location using the cellular network and then finds the 
Device ID and Subscriber ID and sends them to the server. If 
device location could not be found using both GPS and cellular 
network, the process then reads the last known location of the 
device and sends the location, Device ID and Subscriber ID to 
the server. After all the actions, the process ends. The process 
also ends if it could not find the location of the device by any 
of the methods. 

Figure 6 shows the flow chart at server end. The process 
starts with the click of start button by waiting for the SOS 
signal. As soon as the process receives the signal, it starts to 
decode the packet received. The process then locates the 
address from coordinates and then displays all the information 
and places a marker over the device location. After the display 
is done, the process ends. 

IV. RESULTS 

We have tested this tool on an android device with the 
following specifications: 

 Model: Xperia E3 D2212 

 OS: Android OS, v4.4.2 (Kitkat) 

 Processor: Qualcomm MSM8226 

 CPU: Quad-core 1.2 GHz Cortex-A7 

 GPS: yes with A-GPS, GLONASS 

As mentioned earlier we have SL4A and python for Android 
installed on this mobile device for execution and interpretation 
of python scripts. The code is executed on the device. For 
research environment, both the devices are in local network. 
Screenshots of the result at server side is as in Figure 7. Figure 
8 shows the GUI at client side. 

V. SCOPE 

The tool can be used by police department to help victims 
and to know the exact location of crime. Once they know 
location they can take further action to resolve problem as 
possible and as required. Not only police department but if 
some company wants to ensure employee safety, they can also 
use the tool and install server at their office.  

VI. CONCLUSION 

In conclusion, python can be used to design an application 
for android platform. Using python and GPS technology an 
application can be built using which safety of people can be 
taken care of. Victims in emergency can easily call for help and 
it is very simple to use as well as to implement.   
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Figure 5.  Flow chart at the client end 

 
Figure 6.  Flow chart at the server end 
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Figure 7.  Screenshot at the server end after receiving SOS 

 

 

Figure 8.  Screenshot of application in the android device.
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